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What’s a Digital Footprint?

JOR 4> 1JFOKa)E

All the information online about a person either posted
by that person or others, intentionally or
unintentionally.
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Know Your Digital Footprint

* It's growing. Your footprint expands as your info is passed on, making it
more searchable/viewable to an invisible audience.

* It's not just up to you. When other people—like your friends,
companies, or groups you belong to—track, post, or share information
about you, it becomes part of your footprint.

* It's permanent. Because it's archived in a variety of ways and passed on
by others, it doesn't ever go away.
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About 175,000 results (0.42 seconds)

Bailey McMurdie | fox13now.com

https://fox13now.com » author » kstubaileymcmurdie «
Bailey McMurdie. Sports Reporter/Producer. Bailey McMurdie is a sports reporter and producer,
and loves storytelling. She grew up in Glastonbury, Connecticut ...

Bailey McMurdie Parker - Director of Communications and ...

https://www.linkedin.com » bmcmurdie
View Bailey McMurdie Parker's profile on LinkedIn, the world's largest professional community.
Bailey has 6 jobs listed on their profile. See the complete profile ...

Bailey McMurdie (@baileymcmurdie) | Twitter

https://twitter.com » baileymcmurdie «
The latest Tweets from Bailey McMurdie (@baileymemurdie). CT [ UT @ SC. Former SLC
sports reporter turned to the "dark side” aka PR. RT's NOT ...

Bailey McMurdie - YouTube

https://www.youtube.com » user » mertiemac15
Bailey McMurdie. Subscribe. 4 subscribers. HomeVideosPlaylists - Uploads - 4:00 - Bailey
McMurdie Sports Reporter/Anchor Demo Reel. 224 views. 4 years ...
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Bailey Mcmurdie Profiles | Facebook

https://en-gb.facebook.com » public » Bailey-Mcmurdie
View the profiles of people named Bailey Mcmurdie. Join Facebook to connect with Bailey
Mcmurdie and others you may know. Facebook gives people the ...

Images for bailey mcmurdie

ENERGYSOLUTIONS ARENA
3

—> More images for bailey mcmurdie Report images

Fox 13 News - FOX 13 Sports' Bailey McMurdie completed the ...

https://www.facebook.com » posts » fox-13-sports-bailey-mcmurdie-comp... v
FOX 13 Sports’ Bailey McMurdie completed the chilly challenge on live TV Friday, and we're
guessing this is the coldest way she's ever chosen to...

Communications Team Earns Industry Praise for Extraordinary ...

https://intermountainhealthcare.org » about » newsletter » newsletter-archive v
For supporting the Jubilee of Trees: Bailey McMurdie from Dixie Regional Medical Center
accepted Golden Spike finalist plaques in two categories for her work, ...

Bailey McMurdie Parker's stream on SoundCloud - Hear the ...

https://soundcloud.com » bailey-mcmurdie-parker v
Explore the largest community of artists, bands, podcasters and creators of music & audio.
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intermountain healthcare utah dixie dixie regional fox13now byu salt lake communications nycfc wgs championships medical center parker barbie jazz storee

Bailey McMurdie Sports Reporter/Anchor . Bailey McMurdie | fox13n JCOM students BAILEY McMURDIE Bailey McMurdie - Student Opportunity ... ATV NEWSHOUNDS Bailey McMurdie Parker's .. Bailey McMurdie (@bailey

youtube.com fox13now.com hardnewscafe.usu.edu hardnewscafe.usu.edu youtube.com hardnewscafe. usu.edu soundcloud.com twitter.com

Bailey McMurdie Parker - Dir... Bailey McMurdie Parker - Director of ... Bailey McMurdie - Student Opportunity ... Communications Team Earn.. Girl Got Cakes - Baking, Cook... Bailey McMurdie's (mertiem.. Bailey McMurdie's (mertiem... Jazz players host basketball clinic for ..
om s440.photobucket.com s440.photobucket.com fox13now.com

hcare.org girlgotcak

linkedin.com linkedin.com youtube.com intermountainh

BROADCAST STUDENTS Ryan .. Bailey McMurdie's (mertiemac15.. Bailey McMurdie's (mertiemac15.. Women and Gender Studi... Bailey McMurdie's (mertiemac15.. LiVe Well Health Fairs in St. George ... Samantha Gregson Do... Pediatric Wing at Dixie Regional ...

hardnewscafe.usu.edu s440.photobucket.com s440.photobucket.com womenandgendercenterus s440.photobucket.com stgeorgeutah.com linkedin.com saintgeorgeweliness.com

M W www.consumer.sc.gov e 800-922-1594

DEPARTMENT OF CONSUMER AFFAIRS



Social Media Follows You!
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Social Media Follows You

* In 2018, 70% of surveyed employers said they check out
applicants’ profiles as a part of the screening process and
54% have rejected applicants because of what they found.

 Study: 28% of people fired related specifically to racism;
7% other discriminatory behavior (queerphobia/misogyny);
17% workplace conflict; 16% offensive content such as "bad
jokes" and insensitive posts; 8% acts of violence and abuse;
and 5% "political content".
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Social Media Follows You

 Study: News stories focused on cases of people being fired
from public-facing jobs with high levels of responsibility and
scrutiny.

* These included police/law enforcement (20%), teachers (8%),
media workers (8%), medical professionals (7%),
and government workers (3%), as well as workers in service
roles such as hospitality and retail (13%).
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When Social Media affected Careers

“A prospective employee at the company
| work for had just passed his interview,
and was told that all he needs to do is
pass a drug test and a physical and he
would start on Monday. Someone found
the new hire on Facebook and the guy
had just posted 20 minutes after the
interview, ‘S—! Anyone know how to pass
a drug test in 24 hours?!"”
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When Social Media affected Careers

“My female friend (18) was DM’d through
Twitter by the news reporter (37) of our
city. He was talking about her beach
pictures and how she is really pretty and
how they need to get together. He lost his
job later that week, mostly because he
used the weather channel’s Twitter
account.”
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When Social Media affected Careers

I3 ™ roper Q)sT. FRANCIS
by HEALTHCARE

SUBSCRIBE Q 8 oain

Lexington Medical Center employee fired after
posting a racial slur on Facebook

BY JESSICA HOLDMAN JHOLDMAN@POSTANDCOURIER.COM
oooooooooooooooooooooooooo
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Cape Coral teen’s UF college acceptance
denied after controversial social media
post

The University of Flarida says it's not tolerating racism in any form. And it cost a Cape Coral
teenager her shot at at least one university after a racist Instagram post surfaced.

We spoke to UF Tuesday about what the university does when it learns about of
posts on social media. And the Instagram post made by a student in Cape Cora

Colleges Rescinding Admuissions Offers as

"We had a number of these posts on scocial media that were racist in nature tha

our attention, said Steve Orlando, the assistant vice president of communicatio RGCiSt Socfal Media Posts Em erge

Orlando confirms UF is investigating close to a half a dozen posts from both cur
prospective students, including one posted by a Mariner High School student in

who was admitted to UF Amid a national accounting over racism after George Floyd's
The caption says, "I really try 5o hard not to be a racist person, but I most def death, at least a dozen schools have revoked admissions offers to
no denying it.” She goes on to say she wants to punch two black girls sitting be . .
incoming students.
Qv N
I (-:ily try so hard not to be a racist person,
but | most definitely am, there's no denying it. & it gets the f @ v | - m

best of me sometimes. two black girls sitting behind me
won't shut the up & | want to punch them hecause

they're actually so retarded, anyone within the
proximity of them has the possibility of losing brain cells.
they're most definitely crackwhores & people like them
actually do nothing for society, | swear. Imfao
#sorrynotsorry ... i wouldn't be surprised if i ended up in
hell

12gaugesunite tsk tsk

Credit: Instagram past wic WINK News.

"You have the right to freedom of speech, yes,” FGCU professor Pam Seay said. "But there may be
consequences for words that you use and things that you say.”
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When Texting and the Internet

e https://www.nbcl5.com/content/news/Approx-20-students-
suspended-so-far-in-Middleton-High-nude-photo-investigation-
568083991.html

e http://abcn.ws/1HEiud1
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Apps to Watch Out For

n |
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Staying Safe on Social Media

Social Engineering
and Scams

IT’S A SCAM!
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We're all getting

?
Who gets scammed more? scammed 11!

# of Reports S Losses
60.5% Percentage Reporting A Loss
60.8% 61.7% O 9
59.1% :
54.3% 48.1%
S
n .

19 and Under 20-29 30-39 40-45 50-59 60-69 70-79 80 and Over
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Keep an “Open Mind!”

oPhone

. : Scams come in all shapes and sizes.
o Direct mailer

o Text
messages .
o Email Your money is valuable to scammers...
o Fake Website and your information is even better.
~oln-person!
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Where does ID Theft start?

*YOU!

* Security Breaches

* Lost or stolen wallets

* Theft by family or friends
* Dumpster diving

1

1 )’h

e Stolen mail
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NUMBER ONE RULE!!!

Do NOT give ANY of your personal or financial
information to someone you don’t know or cannot
verify who they are.

g - 1N L]

DEPARTMENT OF CONSUMER AFFAIRS

www.consumer.sc.gov e 800-922-1594



Types of Social Media Scams

Job Scams

* Be wary of any job that seems too good
to be true or asks you to pay money for
training. Never provide any personal
information without investigating the
company thoroughly.
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Types of Social Media Scams »

L @
Online influencer scams v A
 These involve creating fake social media *
accounts that mimic the influencer, hold a

contest and then ask the “winner” to pay
a fee or provide their bank account
number to get their prize.
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Types of Social Media Scams

Online Shopping Scams
* A website looks real and is selling '
items at a huge discount. However, l

the item you ordered never arrives. oo
~—
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Types of Social Media Scams

Online Dating Scams

 These fraudsters end up winning a
person’s heart and then try to get the
victim’s money and info, as well.

* If the person will not video chat or meet
in person, that’s a huge warning sign.
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Types of Social Media Scams

N

Quiz and Survey Scams

 Ever see an ad that says “take this \ o
survey and get a free gift card”? Or, all N
you need to do is take a quiz and you're l

entered to win a free TV?
Yeah, it’s a scam.
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WOMAN LOSES THOUSANDS IN INSTAGRAM SCAM

By Hometownl

©®© Jan 4, 2022|4:02 AM

Indiana Borough Police report an Instagram-based scam that cost a 22-year-old

woman thousands of dollars last week.

Police say the woman received an offer last Wednesday from an account pretending to
sell “drawings of photos” that she had posted on here Instagram profile. The scammer
sent her a fraudulent digital check that eventually bounced, and using the money
transfer app Zelle, requested that she pay him for a portion of the so-called sale of her
photos. She fell forit, and lost $6,850.

Borough Police encourage you to call and report suspicious online activity to the FBI
Scam Complaint Hotline toll free at 1-855-324-4857.

You can report news by emailing us at news@wccsradio.com

<

Vehicle Crash Reports

brought to you by

Marcus & Mack

“Tell Them You Mean Business”
A Law Firm Representing Injured People

Local news brought to you by:

581' Bank

vvm
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“Wrong Number” Text Scam

hi is this Toby? im Manda. we talked
on tinder before when | went to
come see my cousin but we didn't
meet irl,, Im back in the area again if
ya wanted to really meet up while
I'm here, are you free?

Today 117 PM

Wrong #, sorry!

eeeeek this is sucks Imao.. i think he
slipped me a wrong # dang,, i prefer
to think he typed it incorrect ;).
anyway, u learned my name and
how i look,, whats urs?

My name is Denis, have a good day,
hope you find him!

good 2 meet you,, Its so bananas
but you seem to be really kind. Ur
not a nut are u LMAQ? :)

Hehehe you're silly. Im staying 4 a
few of weeks at my relatives... lve
been going crazy to long, want to
talk a bit? i want 2 do something!

Wat do ya like 2 do pass the time?

| "phish" people to get their banking

info. Hee hee, it's fun! Hey what's
your credit card # btw? ®

| just got back home from a tough
run,,, i'm bout to jump in the shower
right now.. want me to post some
more pix...??

Please send credit card #, expiration
date & CVV code (3-digit code on

back of card). Thx! Have a great
shower!!

Mands, that is not your credit card
info, please send. | thought we were
hitting it off. :(

| need to buy catheters for my sick
mother, will pay you back

tell me wat u wanna do 2 me,,,

| was laid off from my job at the pest
moss factory, can you help with $$
$77?

2 W/ — — -t
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Red Flags of a Scam o.“.

* Asks you to verify personal identifying information. /

* Asks you to enter in information like birthday, social /
security number, banking information, passwords, etc.

* Asks you to wire transfer money or purchase a
prepaid/reloadable debit card, gift card or
cryptocurrency.
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Red Flags of a Scam 0'“'

* Poses as a local, state, or federal law enforcement P,
officer or government officials. /

e Scares you with threats of arrest or garnishment.
* Use makes you think their “offer” is time sensitive.

* Tells you to not tell anyone about your conversations.
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ometown:

-Irst Pet:

Nickname:
Birthday:

STOP SHARING
YOUR PERSONAL
INFO SO SCAMMERS
CAN TRY TO GUESS

Maiden Name: YOUR PASSWORDS
Favorite food: & SECURITY QUESTIONS

“222-15%94



So What Do | Do Now?

* Take your birthday off all your accounts.
* Make all public accounts private.
* Do not geotag your location.

* Do not link all your social media accounts
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So What Do | Do Now?

* Make all passwords different from one-another
and update often.

e Use two-factor (multi-factor) authentication
when offered.

* If someone tells you not to tell anyone, run!

* Don’t trust social media/internet to protect you!
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Visit Facebook for updates and
educational materials.
Facebook.com/scdca

—

U ]
Look to Twitter for recent scam
alerts and the latest consumer
news. @SCDCA

Check out our YouTube channel.
Youtube.com/scdcatv
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