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Roadmap

• Your Digital Footprint

• Social Media Follows You

• Staying Safe on Social Media
• Identity Theft & Scams

• How to Protect Yourself



What’s a Digital Footprint?

All the information online about a person either posted 
by that person or others, intentionally or 
unintentionally.



Know Your Digital Footprint
• It's growing. Your footprint expands as your info is passed on, making it 

more searchable/viewable to an invisible audience.

• It's not just up to you. When other people—like your friends, 
companies, or groups you belong to—track, post, or share information 
about you, it becomes part of your footprint.

• It's permanent. Because it's archived in a variety of ways and passed on 
by others, it doesn't ever go away.









Social Media Follows You!



Social Media Follows You

• In 2018, 70% of surveyed employers said they check out 
applicants’ profiles as a part of the screening process and 
54% have rejected applicants because of what they found.

• Study: 28% of people fired related specifically to racism; 
7% other discriminatory behavior (queerphobia/misogyny); 
17% workplace conflict; 16% offensive content such as "bad 
jokes" and insensitive posts; 8% acts of violence and abuse; 
and 5% "political content".



Social Media Follows You

• Study: News stories focused on cases of people being fired 
from public-facing jobs with high levels of responsibility and 
scrutiny. 

• These included police/law enforcement (20%), teachers (8%), 
media workers (8%), medical professionals (7%), 
and government workers (3%), as well as workers in service 
roles such as hospitality and retail (13%).



When Social Media affected Careers

“A prospective employee at the company 
I work for had just passed his interview, 
and was told that all he needs to do is 
pass a drug test and a physical and he 
would start on Monday. Someone found 
the new hire on Facebook and the guy 
had just posted 20 minutes after the 
interview, ‘S—! Anyone know how to pass 
a drug test in 24 hours?!'”



When Social Media affected Careers

“My female friend (18) was DM’d through 
Twitter by the news reporter (37) of our 
city. He was talking about her beach 
pictures and how she is really pretty and 
how they need to get together. He lost his 
job later that week, mostly because he 
used the weather channel’s Twitter 
account.”



When Social Media affected Careers





When Texting and the Internet  

• https://www.nbc15.com/content/news/Approx-20-students-
suspended-so-far-in-Middleton-High-nude-photo-investigation-
568083991.html

• http://abcn.ws/1HEiud1

https://www.nbc15.com/content/news/Approx-20-students-suspended-so-far-in-Middleton-High-nude-photo-investigation-568083991.html
https://www.nbc15.com/content/news/Approx-20-students-suspended-so-far-in-Middleton-High-nude-photo-investigation-568083991.html
https://www.nbc15.com/content/news/Approx-20-students-suspended-so-far-in-Middleton-High-nude-photo-investigation-568083991.html
http://abcn.ws/1HEiud1


Apps to Watch Out For



Staying Safe on Social Media

Social Engineering 

and Scams



Who gets scammed more?

• Old people?

• Young people?

We’re all getting 
scammed!!!



Keep an “Open Mind!”

Scams come in all shapes and sizes.

Your money is valuable to scammers… 
and your information is even better.

 

oPhone 

oDirect mailer

oText 
messages

oEmail

oFake Website

o In-person!



Where does ID Theft start?

• YOU! 

• Security Breaches

• Lost or stolen wallets

• Theft by family or friends

• Dumpster diving

• Stolen mail

20



NUMBER ONE RULE!!!

Do NOT give ANY of your personal or financial 
information to someone you don’t know or cannot 

verify who they are.



Types of Social Media Scams

Job Scams

• Be wary of any job that seems too good 
to be true or asks you to pay money for 
training. Never provide any personal 
information without investigating the 
company thoroughly.



Types of Social Media Scams

Online influencer scams
• These involve creating fake social media 

accounts that mimic the influencer, hold a 
contest and then ask the “winner” to pay 
a fee or provide their bank account 
number to get their prize. 



Types of Social Media Scams

Online Shopping Scams
•  A website looks real and is selling 

items at a huge discount. However, 
the item you ordered never arrives.



Types of Social Media Scams

Online Dating Scams
• These fraudsters end up winning a 

person’s heart and then try to get the 
victim’s money and info, as well. 

• If the person will not video chat or meet 
in person, that’s a huge warning sign.



Types of Social Media Scams

Quiz and Survey Scams
• Ever see an ad that says “take this 

survey and get a free gift card”? Or, all 
you need to do is take a quiz and you’re 
entered to win a free TV?
Yeah, it’s a scam.





“Wrong Number” Text Scam



• Asks you to verify personal identifying information. 

• Asks you to enter in information like birthday, social 
security number, banking information, passwords, etc.

• Asks you to wire transfer money or purchase a 
prepaid/reloadable debit card, gift card or 
cryptocurrency.

Red Flags of a Scam



• Poses as a local, state, or federal law enforcement 
officer or government officials. 

• Scares you with threats of arrest or garnishment.

• Use makes you think their “offer” is time sensitive.

• Tells you to not tell anyone about your conversations.

Red Flags of a Scam





So What Do I Do Now?

• Take your birthday off all your accounts.

• Make all public accounts private.

• Do not geotag your location.

• Do not link all your social media accounts 



So What Do I Do Now?

• Make all passwords different from one-another 
and update often.

• Use two-factor (multi-factor) authentication 
when offered.

• If someone tells you not to tell anyone, run!

• Don’t trust social media/internet to protect you!





Check out our YouTube channel. 
Youtube.com/scdcatv

Look to Twitter for recent scam 
alerts and the latest consumer 
news. @SCDCA

Visit Facebook for updates and 
educational materials. 
Facebook.com/scdca
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